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N3menenusn
B [loso:xkenne ITAO «PocceTtn» «O eqnHON TEXHUYECKOM MOJIUTHKE B
3JIEKTPoceTeBOM KoMmILiekce (naJee — Ilosio:kenue)

1. Buectu cnenyromue nu3menenus B pazaen 1.1. «llenu  uw ocHOBHbIE
3a/1a4d €IMHOU TEXHUYECKOUN MOJUTUKHU B DJIEKTPOCETEBOM KOMILIEKCE»:

1.1. Iepssiii OyuT ad3ana «Llean» U310KUTh B CAEAYIOMIEH peJaKkIuu:

« ONpEeNeNIeHNEe OCHOBHBIX TEXHUYECKUX HaIpaBlIeHUNW U yHUUKAIUSL
TEXHUUYECKUX M TEXHOJIOTHYECKUX pEIICHU, O00EeCleunBalolUX IMOBBIIICHUE
HAJISKHOCTH, 3P (HEKTUBHOCTH U CHUXKEHUU PECYPCOEMKOCTH (QYHKIIMOHUPOBAHUS
AIIEKTPOCETEBOr0 KOMILIEKCA B KPATKOCPOUHOM U CPEAHECPOUHON NEPCIIEKTURE MPHU
oOecrieueHUU HaJJIeKalell Oe30MacHOCTH M HAaJCKHOCTH JHEPTrOCHAOKEHUS
MOTPEOUTENECH;

1.2. o6aBuTh OymutThl B ad3ary «llemm»:

- o0ecrieueHue €IUHCTBA TMOAXOJOB TMPU HOBOM CTPOUTEIHCTBE,
AKCIUTyaTalK ¥ BBIBOJIE U3 IKCILTyaTaIlMH dJIEKTPOCETEBBIX 0OBEKTOB,;

- o0ecleueHHEe CUHXPOHU3AIMU BHEIPEHUS] OTPACIEBbIX TEXHOJOTUH U
obopynoBanusi u U'T — TexHOIOTHIA, yCTPONUCTB U MTPOTPAMMHOTO 00ECTICUEHUS;

1.3. Jo6aBuTh OymmuT B ab3ail «3amaum:

« UMIIOPTO3aMEILICHHE.

2. N3noxuth myHKT «3.5.3. [IpuHIUnbl yrnpaBieHUs MPOU3BOICTBEHHBIMU
aKTUBaMW» B CJIECAYIOLIEH pEeIaKIINu:

«OCHOBHBIMH TIPUHIIAIIAMUA YIPABJICHUS MPOU3BOJICTBEHHBIMUA aKTHUBAMU
OO01ecTBa SIBISAIOTCS:

- OpHEHTAlMs Ha JOCTHXKEHME CTpaTeruyeckux uenen Ilocynapcrsa,
O6mectBa u /[30;

- CHCTEMHOCTHb TPUHATHS PCEIICHUH, TPUMCHCHUE EIUHBIX KPHUTEPHUEB,
MPUHITUIIOB, TPaBWJI, METOAMK JIJIsi MPOIECCOB IJIAHUPOBAHMS, OCYIIIECTBICHUS,
KOHTPOJISI U OIEHKH 3(P(EKTUBHOCTH BBIMOJHEHUS PabOT MO OMEparmoOHHON U
WHBECTUIIMOHHOM JEATEILHOCTH,

- OpUCHTAIUS Ha TIOJyYeHHE TOJIOXKUTEIbHBIX A((PEKTOB B KPATKOCPOUHOMH,
CPEIHECPOUYHOM U  JIOJTOCPOYHOM MEPCHEKTHBAaX 3a CYET  IOBBIMICHUS
(G ()EKTUBHOCTH yMPaBIICHUS TMPOU3BOJICTBEHHBIMA AaKTUBAMU Ha TMPOTSKECHUU
BCEr0 KU3HEHHOTO 1IMKJIa aKTUBOB,;



- oOecrieueHue (GYHKIIMOHUPOBAHUS CUCTEMBI YIPABJICHUS
MIPOU3BOICTBEHHBIMU aKkTHBaMH BO Bcex J[30 OOmiecTBa, SBISIONIMXCS COCTABHOM
¥ HEOTHEMJIEMOH YacThIO OOIIEH CUCTEMBI yIpaBieHus akTuBamu OOIecTBa;

- CHUKeHHe 707 obopyaoBanus, JISII u coopyKeHU, UMEIOITUX BBHICOKUE
U CpEJHUE YPOBHU PHUCKA, COMPSIKEHHOTO C WX JKCIUTyaTallMe, C y4yeToM
IIOCJIEACTBUN UX OTKA3a.».

3. Buectu cnenytomue u3meHeHuss B pasnen 3.5.4. «3amauu pa3BUTHS
CUCTEMBbI YIIPaBJIEHUS MPOU3BOJACTBEHHBIMU AKTUBAMU:

3.1. U3noxuth nepBeiil ab3all B CIEYIONICH pelaKIuu:

« - TIEpexXoj OT CUCTEMBI YNPABJIECHUS MPOU3BOACTBEHHBIMH AKTUBAMHU I10
MJIAHOBO-TIPEAYNPEIUTEILHOMY BHJY OpraHu3allid pPEMOHTA K OpraHu3aluu
peMoHTa 10 (HaKTHUYECKOMY TEXHUYECKOMY COCTOSIHUIO C YYETOM BEPOSTHOCTH U
TSOKECTH TIOCJICICTBUM OTKa3a OCHOBHOI'O TEXHOJIOTHYECKOTro 000pyaoBaHUs
(pUCKOB);».

3.2. 3n0%uTh BOCHMOI a03all B CIEAYIOMICH peaKkIiu:

« - o0ecreuyeHre pacyeToB M MOHHUTOPUHIa HWHJEKCOB TEXHHUYECKOIO
cocrosinug obopynosanusi [IC, JIDII u coopykeHMil C OIICHKOH BEpPOSTHOCTH
0TKAa3a, TSXKECTHU MOCIEICTBUN, OLICHKOW PUCKA M3-3a OTKAa3a U OLIEHKON CTOMMOCTH
BJIQJICHUS JUIsl TUJIAHUPOBAHMUS BHUAAa W O0ObEMa TEXHUYECKOTO BO3JCUCTBUS B
COOTBETCTBUHU C TpeboBaHUsIMU AeiicTByrommx HITA;».

3.3. M310KuTh AeBATHIN ab3a1] B CIeIyIOUIEH pelaKI1u:

« - ONTHUMM3ALMS 3aTpaT HAa PEMOHTHYIO NESITEIbHOCTb, MOAEPHU3ALIMIO,
TEXHUUYECKOE MEPEBOOPYKEHUE 000PYAOBAHHUS, TEXHOJIOTUYECKUX U MHKEHEPHBIX
CUCTEM, 3JaHUH M COOpYXEHUH C oOecrieyeHueM HEeOoOXOAUMOTO YPOBHS
0€30MacHOCTH, HJKCIUTYyaTallMOHHOW HAJASKHOCTH M obecreueHus TpeOyemMoro
YpPOBHSI KauecTBa DJEKTPOCHAOKEHHS TMOTpeOuTened, a TakXke ¢ Yy4deToM
MEPCIIEKTUBHOTO PA3BUTHS JIEKTPOCETEBOIO KOMILIEKCA;.

4. M3noxute myHKT 2.1.4.6 pa3nena 2.1.4 «KoMMmyTanimoHHbIEC ammapaThbD»
[TonmoxeHus B CIEAYIOIIEN PEIAKIINU:

«2.1.46. B pacmpenenurensHBIX CeTAX HampsbkeHwem  6-20 kB
JIOTIOJITHUTEJILHO PEKOMEHAYETCSI IPUMEHATh NMPEIOXPAHUTENH - PA3beAUHUTEIN U
pa3beIUHUTENH, OTBEYAIONINE COBPEMEHHBIM TPEOOBAHUSM OKCIUTyaTalluH, MpU
HEOOXOJIMMOCTA C BO3MOXKHOCTBIO JIMCTAHIIMOHHOTO YIIPABICHUS, a TaKKe
pa3beAMHUTEIN C Pa3/e/IbHBIM OTKJIIOYeHUEM (a3, MpHU MOMOIIU ONEPATHUBHBIX
M30JIUPYIOLIUX HITAHT.).

5. Homomuuts pazaen 2.1.7 «TpanchopmaTopHble U pacnpenenuTeIbHbIC
noactaniuu 6-35 kBy» [lonoxenus nmynkrom 2.1.7.13:

«2.1.7.13. B pacnpenenutenbhubix ycrpoiictBax 0,4-20 kB TIC, TII, PII
PEKOMEHYETCSl TIPUMEHSITh TEPMOWHIUKATOPHI JJIsi MEPUOAUYECKOrO0 KOHTPOJIS
TEMITEPATyPHOTO PEKUMA IIEKTPOTEXHUUECKOTO 000PYTI0BAHUS. ).



6. U3noxuth myHKT 2.5.2.6 paznena 2.5.2. «TexHuueckue pemieHus MpH
MPOCKTUPOBAHUM, HOBOM CTPOUTEILCTBE M PEKOHCTpyKuuu BJI» B cremyromeit
peIaKIuu:

«2.5.2.6 Tlpu mnpoektupoBanuu BJI 35 xB wu Bblle HE0OX0IUMO
IpeaycMaTpuBaTh TEXHUYECKHE PEIICHHs, oOecrneunBaronie Oe30MacHOCTh HX
OKCIUTyaTallik, B TOM uuciae Oe30MacHble MOABEM/CIYCK, IEepeMEIICHHEe U
MIPOU3BOJICTBO PabOT Ha BbIcOTE. THI M MECTO YCTAHOBKH CUCTEM WHUBUIyaIbHON
3alIATHl OT TAJICHUS JOJDKHBI OBITh OMpEACNICHB TpH TpoekThpoBanuu BJI B
3aBUCUMOCTH OT MPUMEHSIEMBIX KOHCTPYKIIUN OMop (MeTaJuIMueckasi, peleryaras,
MHOTOTpaHHAsl WM KeJie300€TOHHAs1) W YCJIOBHI MpoxoxkaeHus Tpaccbl BJI mo
COIJIACOBAHUIO € 3aKa3UYUKOM. ).

7. Wznoxurp nyHkTel 2.5.4.1 — 2.54.8 pazgena 2.5.4 «lIpoBoga u
rpO303alUTHBIE TPOCkD [lon0XKeHus B cneAyomen peaakium:

«2.5.4.1. Ha BJI xnaccom HamnpsbkeHust 35 kKB u BbllIe clielyeT NPUMEHSTh
IIPOBO/I:

- TPOBOJ CO CTaJbHBIM CEPACYHUKOM C MNPOPUIMPOBAHHBIMU KHUJIAMU
BEPXHUX MTOBUBOB;

- IPOBOJI ¢ KOMITO3UTHBIMU CEPJICYHUKAMU U3 YTIIEPOJHOTO BOJIOKHA;

- TIPOBOA C IIOBBILIEHHOM KOPPO3MOHHOM CTOMKOCTBIO  CTaJbHBIX
CEPJICYHUKOB;

- IPOBO/JI U3 ATIFOMUHHUEBOTO CILIABA;

- CTaJICATFOMUHUEBBIN IIPOBOJT;

BriOop BapuaHTa NpPHUMEHSEMBIX MPOBOJAOB JAODKEH OBbITh OO0OCHOBaH
TEXHUKO-2KOHOMUYECKUMU pacuyeTaMu Mpu nmpoektupoBanuu BJI.

2.54.2. Ha BJI knaccom HampsixkeHus 35 kB u Bblllle B KadecTBe
I'PO303aLIUTHBIX TPOCOB MOTYT IMIPUMEHSTHCS CTAIBHBIE TPOCHI, CTaJICaTIOMUHEBBIC
IPOBOJIa, CTaJbHBIE TPOCHI C TIOBBIIICHHONM KOPPO3MOHHOW CTOMKOCTBIO
(OLIMHKOBaHHBIE, 1JI1 0CO00 KECTKUX YCIOBHUM pabOThI), CTATCATFOMUHEBBIE TPOCHI,
I'PO303aIIUTHBIE TPOCHI CO BCTPOECHHBIM ONTHUYECKUM KaOesieM.

Br160op BapuaHTa IpUMEHSIEMBIX TPO303aIIUTHBIX TPOCOB JOJIKEH OBITH 000CHOBAH
TEXHUKO-2KOHOMUYECKUMHU pacuyeTaMu Mpu mpoektupoBanuu BJI.

2.5.4.3. Tlpumenenue Ha OTAENbHBIX ydacTkax BJI (Gosbmive mepexoss
4yepe3 BOJHbIE 00BEKTHI, TOPHI, TOWUMBI, 00J10Ta, CIIOKHBIE KIIMMATHYECKUE YCIIOBHUS )
MapoOK M CEYEHUH MPOBOOB, IPO303AIIUTHBIX TPOCOB, a TAKKE KOHCTPYKUHH (Da3bl,
OTIIMYHBIX OT TPUMEHEHHBIX Ha OCTAJIbHBIX YydacTkax BJI, momkHO OBITH
MOATBEPKACHO pacueTaMyd KOHCTPYKTHUBHBIX »djeMeHToB BJI u TexHuko-
HKOHOMHYECKUM 00OCHOBAHUEM.

2.54.4. Ilpu HOBOM CTPOUTEIBCTBE M peKOHCTpyKunu BJI kinaccom
HanpspkeHust 110 kB u Bbime, B Mecrax nepeceuenuss BJI ¢ aBToMOOMIBHBIMU
JOpOraMy,  HMHXKCHEPHBIMH  COOPYKEHUSMHM M  KOMMYHHUKAIUSIMU, [pHU
MPOCKTUPOBAHUM HEOOXOJUMO OOECHEUYUTh YCJIOBHUE AalibHEWIIel Oe30macHoi
skcrtyarai BJI ¢ ydyeToM HCKIIOYeHHsS] BO3JEHCTBUS BIUSAIOMIMX (HDaKTOPOB,



TaKUX Kak: IEPEKPBITUE THUPISIHA H30JSATOPOB OT BO3ACHUCTBHUS XUMHUYECKHUX
pEareHToB MpU aHTHUIOJIOJIEAHOW 00pabOTKe aBTOOPOT, MOBPEXKICHUE IIPOBOJOB
BJI npu npoesne HerabapuTHOM TEXHUKH, MOBpEkAeHUE MpoBoaoB BJI oT B3phIiBa
ra3o M HeQTe-NMpoBOJOB U JAp. B memax HCKIOYEeHUs yKa3aHHBIX (aKTOpOB,
HEOOXOJMMO paccMaTpUBaTh MPUMEHEHHsI TOBBIIICHHBIX OMOp 00eCIeYNBAIOIINX
YBEIIMUEHHbIC Ta0apUTHBIE pPAcCTOSIHUSA OT MpoBoAoB BJI 1m0 mnepecexkaembix
O0OBEKTOB.

2.5.4.5. [Tpu Hammuuu TOO Ha GoNpIIMX TEpexojax 4epe3 BOAHBIC U
JIPYrHe€ €CTECTBEHHBIEC IIPETpajbl B Ka4ECTBE ITPOBOJOB JIOIYCKACTCA IMPUMEHATH
CTIbHBIC KaHAThl M3 OLMHKOBAaHHBIX IIPOBOJOK M CTaJbHbIE KaHAThl U3
IJJAKUPOBAHHBIX AJIFOMUHHUEM IIPOBOJIOK a TAKXKE ITPOBOJ C BUTHIM KOMIIO3UTHBIM
CEPACYHUKOM U3 YITIEPOJIHOIO BOJIOKHA.

2.5.4.6. Cpox ciyk0bl TPOBOAOB M TPO303aLIUTHBIX TpocoB Ha BJI
HanpsbkeHueM 35 kB u Beiie nomkeH ObITh HE MeHee S0 Jier.
25.4.7. Ha wmarucrpamax BJI  6-20 kB crnegyer mnOpuUMEHSThH

CTaJCATIOMUHUEBBI HEW30JIMPOBAHHBIA IPOBOJA WA 3aIlMILEHHBIM IPOBOJ
ceuenneM He MeHee 70 mMm2. Ha nuHeWHBIX OTBETBIICHUAX (OTMaiKax) OT
MarucTpajeil peKOMEHJyeTCsl MPUMEHEHUE CTaJCaTOMUHUEBBIX IMPOBOJOB HIIU
3alIUIIECHHBIX MPOBOJIOB CEYEHUEM HE MEHEE 35 MM2.

2.5.4.8. 3amuIneHHbIC TPOBOAA PpEKOMEH IyeTcs mpuMeHsTh Ha BJI 6-110
kB B nepByro ouepen:

- IIPY MPOXO0kKAEHUH Tpacchl BJI o HaceaeHHOW MECTHOCTH;

- npu npoxoxaeHun BJI mo necHpIM MaccuBaw;

- npu nepeceyennn BJI BonHbIX mperpar;

- MPU OTCYTCTBUU BO3MOXKHOCTH COOJTIOICHHS TaOAPUTHBIX PACCTOSTHUMN
pu npoxoxacHur BJI B CTECHEHHBIX YCIIOBHUSIX;

- npu coBMecTHo nojsecke ¢ BJIN 0,4 kB.

IIpu cootBercTByromem TOO nomyckaercss Ha BJI 6-35 kB npumeHnenue
CaMOHECYIIEro Kadess.».

8. IlynkTh1 2.5.4.10 - 2.5.4.14 8 paznena «IIpoBoaa 1 rp0o303amuTHEIE TPOCHD
[TonoxxeHust cuuTaTh COOTBETCTBEHHO Tl 2.5.4.9 — 2.5.4.13.

9. Uznoxuthk myHKT 2.10.10 pazmena 2.10 «Cuctema yuera dJIeKTpHUECKON
sHeprun» [1oy10)keHus B ClieAyIOLIEN pEeIaKIIUu:

«2.10.10. J{ns 3amuTsl TpuOOPOB yueTa v (W) U3MEPUTEIHLHOTO KOMILIEKCa
KOMMEpPYECKOTO M  TEXHHYECKOrO y4yeTa D3JEKTPUYECKOM DJHEpPruud  OT
HECAaHKIIMOHUPOBAHHOTO  JIOCTYNMa  JOJKHO MPUMEHAThCA  IJIOMOHMpOBaHUE
KJIEMMHBIX KpBIIIEK MNPUOOPOB yueTa M HCHBITATEIBHBIX KOPOOOK, a Takke
UCIIBITATENIbHBIX W TMPOMEKYTOUYHBIX KJIEMMHHUKOB IIE€NE TOKA W HANPSKEHUS,
uaeHTUGUKAUS W ayTeHTU(HKanus cyObeKToB M 00beKTOB jgoctyna. [lpu
MOAKIIOYCHUH TpUOOpoB ydera u (WIM) W3MEPHUTEIBHBIX KOMIUIEKCOB
KOMMEPYECKOT0 U TEXHUYECKOTO yUeTa 3JIEKTPUUECKOU SJHEPTUH K O€CIPOBOIHBIM
CeTsIM CBSI3UM  OINEpPaTOpOB  COTOBOM  CBSI3M  3amuTa MH(OpManuum  OT



HECAaHKIIMOHUPOBAHHOTO JOCTyMa JODKHA OOECICYMBATHCSA MyTEM MPUMEHEHUS
BoiiesnieHHoro APN (VPN) onepaTtopa cetu nepenayu JaHHBIX U TOIMOJOTHU CETH
«3Be3na» (Hub and Spoke).».

10. Uznoxwutk tiaBy 3.6 «MabopmaimonHas 0e3onacHOCTh» IlosoxkeHus B
CIIEYIOIINE PEeIAKLIUN:

«3.6. Undopmanuonnasi 6e301MaCHOCTb.

3.6.1. lesu u 3axauu HHGOPMALMOHHOM 0€30MIACHOCTH.

Hemn: OOGecnedeHne YCTOMYMBOTO (DYHKIIMOHUPOBAHUA KPUTHUECKON
UHMOOPMAITMOHHOW WHEMPACTPYKTYpPhl CYOBEKTOB 3JIEKTPOCETEBOTO KOMILJIEKCA
rpynmsl komrnanuit «Poccetn» (nanee — CyObeKThl) MpU MPOBEACHUH B OTHOILICHUU
HEEe KOMIBIOTEPHBIX aTak, NPEIOTBPAIICHHE HEMPaBOMEPHOTO JOCTyNa K
oOpabarbiBaeMoli  uH(MOpPMAIUK, YHUYTOXKEHHE Takoh uHOpMaIuu, ee
MOAU(UITIPOBAHUE, OJIOKMPOBAHWE W PACHpPOCTpPaHEHHWS, a TakKe WHBIX
HEIMPaBOMEPHBIX JIEUCTBHUI B OTHOIICHUH TaKOW MH(POPMAIIUH.

3amaun: CoszgaHue cuUcCTeMbl O€30MaCHOCTH OOBEKTOB KPUTHUECKOU

uH(popmanmoHHo uHPpacTpykTypbl (manee — OKHMM) u oOecneuenue ee
(YHKIIMOHUPOBAHUS, B YACTHOCTH:
. noBbIIIIeHNE HaAeKHOCTH U Oe3onmacHoctu OKMU snektpocereBoro

KOMILJIEKCa Tpymnnbl KomnaHuid «PocceTw» 3a cueT NOCTaBKH LH(PPOBOTrO
0o0Opy/lOBaHUS, CHUCTEM M TEXHUYECKUX CPEICTB 3allUThl HH(pOpMaLuH,
o0naaronMX MUHMMAJIbHBIM HAa0OpOM BCTPOCHHBIX (YHKUMNA O€30MacCHOCTH H
COOTBETCTBYIOIIUX MO CBOMM (PYHKIIMOHAJIBHBIM XapaKTePUCTUKaM TpeOOBaHUSIM
HOPMATUBHO-TEXHUYECKON TOKYMEHTAllMU B 00acTh 0€30MacHOCTH MH(OpMauu
U YCIIOBUSIM NPUMEHEHHS;

. B paMKax CO3J1aHus, MoJepHHu3auuu, skciuryarannn OKHW nposenenue
pEryisipHOW OIIEHKM MacmTaba BO3MOXKHBIX mocieAcTBud ansa  OOmiecTsa,
COLIMAJIBHBIX, MOJUTHYECKUX, IKOHOMHUYECKHX, SKOJOTMYECKHX IIOCIEACTBUM, a
TaKKe TIOCIEJACTBHM 11  oOecredeHus: OOOpOHBI CTpaHbl, OE30MaCHOCTH
rocyapcTBa M TMpaBONOpsAJIKA B CIIy4a€ BO3HUKHOBEHHSI KOMIIBIOTEPHBIX
uniuaeHToB Ha OKUUW rpynmel kommanmii «Poccetn», mpucBoeHne 0O0BEKTaM
MH(OPMAITMOHHOW MH(PACTPYKTYPHI OJHOM U3 KATErOPUH 3HAYMMOCTH;

. o0ecrieueHrne TEXHOJIOTUYECKON 0e30MacHOCTH M HE3aBUCHUMOCTU OT
UMIIOPTHOTO 00OpPYAOBAaHHUSA, TEXHUYECKUX YCTPOWUCTB, KOMIUIEKTYIOUINX, YCIYT
(pa®oT) MHOCTPAHHBIX KOMIAHUN U UCIIOJIb30BaHUS HHOCTPAHHOTO MPOTPAMMHOTO
o0ecrieueHrss Ha OOBEKTAaX JJIEKTPOCETEBOIO0 KOMILJIEKCA 3a CUET 3aMELICHUS
IPOrpaMMHOTr0 00ecTeueHNs, MUKPOKOHTPOJUIEPOB U MHTETPATIBHBIX CXEM, a TAKKe
NPUMEHEHUsI B NPUOPUTETHOM TOPSAJAKE TOJBKO TaKOr0 IPOrpaMMHOIO
o0ecrieueHus, CBEACHUSI O KOTOPOM BKJIIOUEHBI B E€AMHBIA PEECTP POCCHUHUCKUX
POrpamMM JJisl 3JE€KTPOHHBIX BBIYMCIUTENBHBIX MAIIMH U 043 JaHHBIX;

. pa3paboTKa KOPIOPATUBHBIX CTAHAAPTOB B 001acTH HHHOPMAITMOHHON
0€e30IMaCHOCTH;

. obecrnieuenue 6e3zonacHoctu OKNU B npoiiecce skcrutyaTanuu:



. OpeIoTBpallleHHe HENpaBOMEPHOTO  JIOCTynma K  HH(pOpMaluy,
oOpabaTeiBaeMoOil 00beKTaMU WH(DPOPMAIIMOHHOW UH(PPACTPYKTYPhl, YHUUYTOKCHUS
Takol wuHQOpMaIMK, €€ MOAUPUIMPOBAHUS, OJOKHUPOBAHUS, KOIMHWPOBAHMUA,
IPEIOCTABIICHUS U PACIPOCTPAHEHUS], @ TAKKE MHBIX HEIIPABOMEPHBIX JACHCTBUI B
OTHOIIIEHUH TaKoi nHpopmanuu;

. HEJOMYIIEHUE BO3JCUCTBUS HA TEXHUUYECKHE CpPEICTBAa 00pabOTKH
uH(pOpMaInK, B pe3yIbTaTe KOTOPOTO MOKET OBITh HAPYILIEHO U (M) IPEKPAIICHO
(YHKIITMOHUPOBAHHE OKHMA 51 o0ecreunBaroImX (ympaBisieMbIX,
KOHTPOJINPYEMBIX ) UM MPOLIECCOB;

. aBTOMATU3allUsl TMPOLIECCOB OOHAPYKEHUS U  TNPEAyHpEKICHUS
koMIbroTepHbIX aTak Ha OKWU sHepreTnyeckoro KOMIUIEKCA TPYIIbl KOMIaHUI
Poccetn ¢ momomipi0 aaropuTMOB MAIIMHHOTO OOYYEHHUS U 3BPUCTUYECKOTO
aHaIn3a,

. o0ecrieueHrne HENPEepPbIBHOTO  (YHKIMOHUPOBAHMSI TEXHUYECKUX
CPEICTB 3alUThl HHPOPMAIIHH;
. MPOBEICHHE PETYIISIPHON HHCTPYMEHTAIBHOM OLICHKU 3()(DEKTUBHOCTH

noacuctembl Oe3onmacHoctu  OKHMUM  sHepreTmyeckoro KomIuieKca T'PYIIBI
koMnaHuii Pocceru;

. oOecrieueHue MaKCHUMaJILHO OBICTPOTO BOCCTAHOBJICHHUS
(camoBoccranoBnenust) OKMU;
. B3aUMOJICHCTBUE C TOCYJApCTBEHHOM CHCTEMON OOHapyXeHUs,

OpEeayNpexaeHuss U JUKBUAALUWU TOCIEJACTBUI KOMIBIOTEPHBIX aTak Ha
uH(popmanmonHsie pecypcsl Poccuiickoit denepanuy;

. NPUMEHEHHWE  PHUCK-OPUEHTHPOBAHHOTO  YIPABJICHUS  aKTUBAMU
UHGOPMAIMOHHONM  MHQPACTPYKTYphl, OpraHM3alMM B paMKax I[polecca
IKCIUTyaTallii TPOBEPKH M YCTAHOBKH KPUTHUYECKUX OOHOBJICHHUN MPOTPAMMHOTO
oOecneyeHus I SJIEMEHTOB CETH;

. obecrieuenue Oezomacnoctu OKWMM B mpoiecce BbIBOAa U3
IKCILTyaTallvH,
. MPOBEICHUE BHYTPEHHETO KOHTPOJA B 00JlacTh oOecredeHus

oe3zonacHoctu OKMM mnytem ocCyllecTBIeHHs] TJIAHOBBIX WJIM BHEIJIAHOBBIX
IIPOBEPOK;

. NOBBIIICHHE  ypPOBHS  3HAHUM  paOOTHUKOB 1O  BOMpOCam
MH(OpPMAIMOHHOW 0€30MacHOCTH, OpraHu3anus (Mepe)IoAroTOBKM HHXKEHEPOB,
TEXHUKOB, aJMHUHUCTPATOPOB M OIEPATOPOB IO BOMpocaM HH(POPMALIMOHHON
0€30MacHOCTH.

3.6.2. OcHOBHBIC IPUHUUIIBI PA3BUTHA

Cucrema 0e30MacHOCTH OOBEKTOB HWH(MOPMAIIMOHHONW WHGPACTPYKTYPHI
JOJDKHA CO37aBaTbCd B COOTBETCTBHUM C TPEOOBAaHUSIMU U TOJIOKEHUSIM
®enepanproro 3akoHa oT 26.07.2017 Ne 187-03 «O 0Ge30macHOCTH KPUTHUECKOM
nHpopmarimonHo uHdppacTpykTypbl Poccuiickoit denepannmny nu deaepaabHOTO



3akoHa or 27.07.2006 Ne 152-®3 «O mnepcoHAJbHBIX MaHHBIX», a TaKKe
COOTBETCTBYIOLIMMU MOJ3aKOHHBIMH HOPMaTUBHO-TIPAaBOBBIMH aKTAMH.

Cucrema 0Oe30macHOCTH OOBEKTOB HWH(MOPMALMOHHOW HHPPACTPYKTYPHI
TEPPUTOPUABHO-PACIIPEICIUTEIBHBIX KOMIUIEKCOB JIOJKHA CO3/1aBaThCid  Kak
TUTIOBas ~ cucTeMa  O€30MacHOCTH, BKIIOYAIONm[ass CHJIbI W CPEICTBa,
NpeIHa3HAYEHHbIEC ISl OOHApYKEHHUsI, MPEAYNPEXKACHUS KOMIIBIOTEPHBIX aTaK U
JUKBUJAIUY TTOCJIEICTBUN KOMIIBIOTEPHBIX UHIIUICHTOB.

[Tpuanmaembie mMepsl o obecriedennto OezonacHocth OKUU He momxHBI
OKa3bplBaThb OTPULATENILHOTO BiMAHUA Ha (yHKkunoHupoBanue ACTY, obmeH
TEXHOJIOTMYECKOM uH(popMmanuend, (QyHKUUH JUCTAHIMOHHOTO  YIIpaBJICHUS
AIIEKTPOCETEBBIM O0OpPY/JIOBaHMEM U HWHTEIUICKTYaJbHBIMU YCTPOMCTBAMH U3
YIAJIEHHBIX LEHTPOB YyIpasiieHus rpynnsl komnanuil «Poccetm» (LIYC) m u3
nucrerdepckux HeHTpoB AO «CO EDCy.

PesynpraTom o0ecrnieuyeHus 0e301macHOCTH MH(POPMAIIMOHHOM
UHQPACTPYKTYphl JOKHO CTaTh COXPAaHEHUE JIOCTUTHYTHIX 3((EKTOB B 4HaCTU
oOecrieueHus: HaJIeXKHOCTH, TEXHOJIOTHYECKOM M AIKOHOMUYECKOU 3(P(HEKTUBHOCTH
AJIEKTPOCHAOKEHUSI U IPYIMX CTpaTeruueckux Iened uudpoBoil Tpanchopmanuu
AIEKTPOIHEPTETUKHU Poccuu.

3.6.3. OcHoBHbBIC TPEOOBAHUA

3.6.3.1. OObeKTaMH 3alUTHl B KOHTEKCTE 00ecredeHus 0e30MacHOCTH
UH(OPMAIMOHHON HH(DPACTPYKTYPHI U 00pabdaThIBaEMOl HHPOPMALIUU SABJISIFOTCS:

. KOPIOpaTUBHbIE HH()OPMALIMOHHBIE CUCTEMBI (B TOM YK CJI€ MAILIUHHBIE
HOCHUTENIU UH(OpPMAIMHU, aBTOMATU3UPOBAHHbBIE pad0OUKe MECTa, CEpBEPHI, CPEACTBA
00paboTku OykBEeHHO-IIU(PPOBOM, rpaduueckoil, BUIe0- U peyeBOr HH(pOpMaIlUH,
MHUKpPOIIPOTrpaMMHOE, OOIIECUCTEMHOE, MPUKIAHOE MPOrpaMMHOE 0OecredeHue),
o0ecrneunBaoNINe YCTOMUUBOCTh (PUHAHCOBO-XO35IMCTBEHHOM ESITEILHOCTH;

. aBTOMATHU3HPOBaHHBIE CHCTEMbl  yHOpaBieHUs (B TOM  YHCIE
aBTOMAaTU3HPOBAHHBIE paboune MecCTa, IIPOMBILIIEHHBIE CepBepBHl,
IPOrpaMMUPYEMBIE JIOTUYECKHUE KOHTPOJLIEPHI, IIPOU3BOJICTBEHHOE,

TEXHOJOTHMYECKoe 00opyaoBaHHe (UCHOJIHHUTENbHBIE YCTPOWCTBA) UMEIOLIEe
(GYHKIIMM KaK JIOKaJbHOTO, TaK M AMCTAHIIMOHHOTO YIpPAaBJICHUs, MO0 MMEoIee
GYHKIIMOHUPYIOIINE uHTEPQEHCHI CETEBOIO B3aMMO/ICUCTBUA,
MUKPOIIPOTrpaMMHOE, OOIIECUCTEMHOE, MPUKIaHOE MPOrpaMMHOe oOecredeHue),
o0ecIeynBaroIIne HaJIeKHOE CHAOXKEHUE TOTPEOUTENEH AJIEKTPOIHEPTUEH;

. KOPTIOPaTUBHBIE u TEXHOJIOTMYECKHE MH(pOPMaLMOHHO-
TEICKOMMYHUKAIIMOHHBIE CeTH (B TOM 4YHCJIE TEICKOMMYHUKAIIMOHHOE
o0opy10BaHHUE, MPOrpaMMHOE 00€CTICUeHHUE, CUCTEMA YIPABJICHUS, JIUHUU CBS3H),
dbopMupyrole enrHoe HH()OPMALMOHHOE HPOCTPAHCTBO U LU(GPOBYIO Cpemy
B3aUMOJICUCTBHUS,

. CeTH 3IIEKTPOCBSI3H, UCTIOJIb3YyEMbIE TUTSI OpraHu3aIiu
B3aUMOJIEUCTBUS OOBEKTOB;



. apxuTekTypa W  KoH(purypamwsi ~ WHGOPMAIIMOHHBIX  CHUCTEM,
MH(OPMAIMOHHO-TEJICKOMMYHUKAIIMOHHBIX CETel, aBTOMaTU3UPOBAHHBIX CHUCTEM
yhpaBieHus, HHPopMaIus (IaHHbIE) O MapaMmeTpax (COCTOSHUMU) YMPaBISIEMOTO
(KOHTpOJIUPYEMOT0) 00BEKTa WM Mpoliecca (B TOM YHCJE BXOAHas (BBIXO/IHAs)
uHdopmarus,  ympasisomas — (KoMaHgHas) — wHGOpMarusa,  KOHTPOJIBHO-
W3MepuTenbHas HHPOpPMaIUs, MePCOHANTBHBIC JaHHbIC, MHAS KPUTUYCCKHA BaKHAS
(TexHosornyeckasi) HHGOpMaIKs, B TOM YUCIIE MPEICTABISAIONIAas KOMMEPUECKYIO
[IEHHOCTh B CHJIy HEM3BECTHOCTHU TPETHUM JIUIIAM.

3.6.3.2. Obecneuenue 0e30macHOCTU 3HAYMMBIX OKH1H
OCYUIIECTBJISIETCS. B 3aBUCHMOCTH OT YCTAaHOBJICHHOW KaTErOpUM 3HAYUMOCTH
O0OBEKTOB B COOTBETCTBHHM C TpPEOOBAaHUSMH, YCTAaHOBJICHHBIMHU (heaepaibHbIM
OpraHOM HCIIOJTHUTENILHOW BIACTH, YIOJHOMOYEHHBIM B 00JIacTU OOecCreueHUs
0€30MacHOCTH KPUTUYECKONM HH(POPMALMOHHON HHPpacTpykTypbl Poccuiickoii
denepanum.

3.6.3.3. O6ecrnieuenne OesomacHocTn OKHMUM  6e3  ycraHoBiIeHHOMN
KaTeropuy 3HAYMMOCTH OCYIIECTBIISIETCS B COOTBETCTBHH C OpPTraHHU3AIlMOHHO-
pacnopsiIMTeTbHBIMU JOKYMEHTaMH TPYIIbl KoMnanuit «Poccetn» TpeboBaHUSIMU
HacTodmen TeXHnYeCcKON MOJIUTHKH.

3.6.3.4. Jlna  oOecrieuenuss  OczomacHoctn  OKUM,  sBisrommxcs
UH(OPMAITMOHHBIMU CUCTEMAMU MEPCOHATBHBIX JTAHHBIX, HacTosAmue TpedoBaHus
MIPUMEHSIOTCS ¢ ydeToM TpeOoBaHWN K 3allUTe TMEPCOHATBHBIX JAaHHBIX MPH WX
00paboTke B MH(YOPMAITMOHHBIX CHCTEMaX NMEPCOHANBHBIX JaHHBIX, YTBEPKICHHBIX
nocranoBienueM [IpasurensctBa Poccuiickoit @eneparmm ot 01.11.2012 Ne 1119.

3.6.3.5. B cayuyae eciu OOBEKTOM 3alIUThl SIBJsIETCA MH(OpManus npu
OCYILIECTBICHUH MTEPEBOIOB JEHEXKHBIX CPEJCTB, TO B COOTBETCTBUH C MOJOKEHUEM
banka Poccun ot 04.06.2020 Ne 719-IT «O TpeboBaHMsIX K 00ECTICUCHHIO 3aIUTHI
uH(MOpMAIUU TIPU OCYIIECTBICHUU TEPEBOJOB JIEHEKHBIX CPEACTB M O TMOPSJIKE
ocymiecTBiaeHus: bankom Poccun KOHTposis 3a coONOeHHEM TpeOOBaHUM K
00EeCTIeUYeHHNIO 3aIUTHl WH(POPMAIIMU TIPH OCYIIECTBICHUH TEPEBOOB JICHEKHBIX
CpeIncTB» HEOOXOMUMO PYKOBOJCTBOBATHCS TPEOOBAHHSAMU K 00ECIICUCHUIO
3alIUThl MH(OPMAIMKA TPH OCYIIECTBICHUM TIEPEBOIOB JICHEKHBIX CpPEJCTB,
OTIpeIeISIEMBIMHE BO BHYTPEHHUX JJOKYMEHTaX OIMepaTopa Mo MepeBOy ACHEKHBIX
cpenctB, 0AHKOBCKOTO IUIATEKHOTO areHTa (cybareHTa), omepaTropa IJIaTEKHBIX
CHCTEM, oTiepaTopa YCIyT MJIaTeKHON HHPPACTPYKTYPHI.

3.6.3.6. B 3aBucHMOCTH OT KaTerOpuu 3HAYUMOCTH, TPEOYEMOTO YPOBHS
3alIUIICHHOCTH W aKTyalbHBIX yrpo3 0e30macHOCTH HH(POpPMAIMH B CHCTEME
6e3omacHoct OKMU nomxHBI OBITH PeaTn30BaHbI CICIYIONINE OpTraHN3aIMOHHbIC
U TEXHUYECKHUE MEPHI:

. unaeHTugukanus u ayrentuduxanus (MAD);
. ynpasienue noctynom (YIII);
. orpanuuenue nporpammuoit cpezsi (OIIC);

. 3aIMTa MalMHHBIX HocuTenen uadopmanuu (3HN);



. aynut 0ezonacHoctu (AY ),

. aHTUBUpYCcHas 3anmTa (AB3);

. IpeI0TBpaIleHUE BTOPKEHUH (KoMIbloTepHBIX atak) (COB);

. obecneuenue nenoctaocta (OLJI);

. obecrnieuenue gocrynHoctu (OT);

. 3ammuTa TeXHuaeckux cpeacts u cuctem (3TC);

. 3amuTa MHGOPMAIIMOHHON (aBTOMAaTU3UPOBAHHOM) CHUCTEMBI U €€
koMmnoHeHToB (3UC);

. IJIaHUPOBAHKUE MEPOTIPUATHI 10 obecrieuennto 6e3onacHoctu (I1IJIH);

. ynpasieHnue koHpurypamueit (YK®);

. yIpaBJIeHHE 0OHOBJICHUSIMH porpaMMHoro oodecneuenus (OI1O);

. pearupoBaHue Ha WHUUJEHTH WH(OpManmoHHONW 6€30MacHOCTH
(MHLY);

. oOecrieuenue aecTBuil B HemrtatHbx cutyanusax (JIHC);

. uHdopmupoBanue u ooydenue nepconaia (UI1O).

3.6.3.7. B kadecTBe OpraHM3alMOHHBIX Mep MO OOECIEeYEHUIO
6e3onacHoct OKNU npumensiercs:

. OpraHu3anusi KOHTPOJsS (PU3UYECKOro JOCTyma K MPOrpaMMHO-
anmapaTtHbeIM cpenictBaM KoMnoHeHT OKIMU u ero nuHusaM cBs3y;

. peanuzanus TpaBWil Pa3rpaHUUuCHUs JOCTYyNa, PErJaMEHTUPYIOIMINX

MpaBa JOCTyMa CyObEKTOB JIOCTyNa K 00bEKTaM J0CTYIIa, U BBEJICHUE OTpaHUUYCHUN
Ha JICMCTBUS IOJIb30BATEJIEH, 4 TAKXKE HAa M3MEHCHHUE YCJIOBHUM DKCIUTyaTallWH,
COCTaBa U KOH(PUTYpAIIMU TPOTPAMMHBIX U TPOTPaMMHO-aNMNapaTHIX CPEJCTB;

. OMMCAHUE B  OPraHU3ALMOHHO-PACIOPAIUTENBHBIX  JIOKYMEHTAaX
JEWCTBUY MoJb30BaTened U agMuHuCcTpatopoB komnoHeHT OKMU no peanuzanuu
OpraHU3allMOHHBIX MED;

. orpejienieHre aiMuHncTparopa 6ezonacuoctu OKNU,;

. oTpaboTKa AeicTBUi monb3oBareneil u agmunuctpatopoB OKMU mo
peanuzaiuu Mep 1o oOecneuenuto OezomacHocT OKMUW u BoccTaHOBIIEHUIO
uH(OpPMAITMOHHON HHPACTPYKTYPHI 1 00padaThiBaeMOil HHGOpMAIINH;

. MOBbIIIIEHNWE KBanudukanuu crnenuanuctoB 1no Wb, mnoBblieHue
OCBEJIOMJICHHOCTH T10JIb30BATENEH.

3.6.3.7.1. Texaudeckue Mepbl MO oOecriedeHu0 UHOOPMAITMOHHON
0€30MacHOCTH PEANM3YIOTCSI MOCPEICTBOM MPEUMYIIECTBEHHOTO MCIOJIb30BAHUS
OTIepAIlMOHHBIX CUCTEM U3 peecTtpa Poccuiickoro mporpaMMHOTO OOeCTICUEeHHUS, U
CIEAYIOMMNX KJIAaCCOB MPOTPAMMHBIX M MPOrpaMMHO-AIMApaTHBIX CPEACTB —
CpPeACTB 3amuThl MHGOpMaUK (B TOM YHCIE BCTPOCHHBIX B OOIIECHUCTEMHOE,
MPUKIIATHOE TPOTPAMMHOE 00ECTICUCHHE):

. Cpe/ACTBa 3alluThl HHGOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA,
B TOM 4YHCII€ CpEeACTBA WICHTU(DHUKAIMK ¥ ayTCHTH(UKAINK, YIPABICHUS
JIOCTYTIOM, OTPaHUYEHUS MPOIPAMMHOM CPEbI, 3aIllUThl MAIIMHHBIX HOCUTENIEH U
uH(MOpMaIUU, KOHTPOJIS LIEJIOCTHOCTH;



. MEKCETEBBIE IKPAHbI YPOBHSI CETH, YPOBHSI JIOTUMECKUX IPAHUL] CETH;

. MEKCETEBBIE IKPAHbl YPOBHS IPOMBILIJIEHHON CETH;

. cpeacTna 0oOHapyKECHUS (mpenoTBpallieHus ) BTOPKECHUU
(KOMIIBIOTEPHBIX aTaK) YPOBHSI CETH, KOHTPOJIA U aHAJIN3a CETEBOro Tpaduka;

. CpEICTBA PETUCTPAIIUU U YIPABICHUS COOBITUSIMU O€30MMaCHOCTH;

. CpeACTBa MPEAYNPEKICHHUS KOMITBIOTEPHBIX aTak;

. CpelcTBa 3alMThl MHGOPMAIMM M JAHHBIX TMPU HUX Mepeaadye Io
KaHajaM CBSI3H;

. CpPEACTBa 3allMIIEHHOro ynaineHHoro nocryna B JIBC, B ToM uucne
CPEACTBAa TEPMUHAIIBHOTO IOCTYIIA;

. CpEJICTBA PE3EPBHOIO KONMUPOBAHMSI, B TOM YHUCJE CPEACTBA CO3/IaHHUS
Y XpaHEHUS PE3EPBHBIX KOIHIA;

. Cpe/ACTBa yIpaBJeHHUs KI0UeBOU HHGOPMAIUCH;

. cpelnctBa (CHCTEMbI) KOHTPOJS (aHalW3a) 3allUIIEHHOCTH, ayauTa
0e30I1aCHOCTH;

. CpeAcTBa  aHTUBUPYCHOWM  3amuTel APM  agMuHHCTpaTHUBHO-
YIPaBJIEHYECKOr0 EPCOHAIIA;

. CpeacTBa  aHTUBUPYCHOM  3amuTel  APM  mpou3BOACTBEHHOTO
nepcoHasa, MPOMBIIIIEHHBIX CEPBEPOB;

. CpelICTBa AHTUBUPYCHOW 3alllUThl YPOBHS CETH, MOTOBBIX U BeEO-
cepBepoB, (ailJIOBBIX XPAHWIIHUIL, CPEACTBA 3AIIUTHI OT CIIaMa;

. CpelcTBa 3amuThl MHGOPMAIMK TPU HMCIOJb30BAaHUM MOOMIIbHBIX
YCTPOWCTB;

. CpEeACTBa KOHTPOJIS IEUCTBUM IO BHECEHUIO N3MEHEHHUI;

. CpelcTBa OT yrpo3 oTkasza B oocmyxkuanuu (DOS, DDOS-arak);

. CpEeACTBAa yIpaBJCHUS] TIEPEMEIIEHUEM BUPTYaJIbHBIX  MaIlluH

(koHTEITHEpOB) U 00pabaThIBAEMbIX HA HUX JAHHBIX.

CpenctBa 3ammrtbhl HHQOpPMAIMM OT HECAHKIIMOHHUPOBAHHOTO JIOCTYIIA
BKJTFOYAIOT CJIACAYIOIINE MEXaHW3Mbl 3allUThl (B TOM 4YHCJIE BCTPOCHHBIC B
OOIIECUCTEMHOE, TTPUKJIAHOE MPOTPAaMMHOE obecrieueHrne M (W) MpOTrpaMMHO-
arrapaTHbIe CpPeCTBA):

. CpeICTBa JOBEPEHHOM 3arpy3KHu;

. ueHTUUKAIIS ¥ ayTeHTU(OUKAIUS TT0JIH30BATENICH;

. JHUCKPEUUOHHBIA KOHTPOJIb JIOCTyNa MOJb30BATEICH; MaHIATHBIN
KOHTPOJIb JOCTYIIA MMOJB30BaTEIEH U MPOIIECCOB;

. MapKHpPOBKa JOKYMEHTOB M KOHTPOJIb UX BBIBOJIa Ha M€YaTh;

. 3alMTa BBOJIA M BBIBOJIa MH(MOPMALIMK HA OTUYKIAeMbIi (HU3NUECKUI
HOCHUTETD;

. perucTpaius coobITUl 6€30MaCHOCTH B JKypHaJe COOBITUI;

. KOHTPOJTb IIEJTOCTHOCTH KPUTHIHBIX (PaliIOB U TAHHBIX;

. KOHTpPOJIb J0CTyNa K nepudepuiHbIM yCTpOMCTBAaM U MOpTaM BBOJIa-

BBIBO/JIA,



. rapaHTUPOBAHHOE YJAJCHHWE JaHHBIX Ha JUCKaX M BBIOOPOUYHOE
3aTupanue (paiaoB u ap.

3.6.3.8. ba30BbIil HA0OP TEXHUYECKUX MEP BKIIIOYAET:

. CpEACTBa 3alUThl HHPOPMAIMU OT HECAaHKIIMOHMPOBAHHOIO JOCTYyINa
(BKJIIOYAsi BCTPOCHHBIE (YHKIIMH O€30MacHOCTH B OOIIECHCTEMHOE, MPHUKIIAJIHOE
nporpaMMHOe obecriedeHre U (WIn) MporpaMMHO-arapaTHble CPEICTRA);

. MEKCETEBbIE IKPAHBI YPOBHS CETH;

. cpeacTna 0OHapyKEeHHS (mpenoTBpallieHus ) BTOPKCHUU
(KOMIIBIOTEPHBIX aTaK) YPOBHsI CETH, YPOBHS CEpBepa, aBTOMAaTU3UPOBAHHOIO
pabouero mecra;

. CpeICTBAa AHTHUBUPYCHOM 3alllUThl TOYTOBBIX U BeO-CEPBEPOB,
(altIoBBIX XpaHWJINI] U aBTOMAaTU3UPOBAHHBIX PA0OUNX MECT;

. CpelcTBa 3amMThl MHGOPMAMM M JAHHBIX MpPU HMX Mepeaade Io
KaHaJIaM CBSI3U;

. CpeICTBa 3allMILEHHOrO ynaineHHoro pocryna B JIBC, B Tom uncie
CpelICTBa TEPMUHAJIBLHOIO I0CTYMa, IBYX(aKTOPHOW ayTEeHTU(UKALIHH;

. CPEIICTBA PE3EPBHOTO KONMPOBAHMS, B TOM YUCJIE CPEACTBA CO3/IaHMUS

Y XpaHEHUS PE3EPBHBIX KOTTHM.

BbazoBbiii Habop Mep Mo obecreyeHrI0 0€30MaCHOCTH MOJIJICKUT aJanTalliy B
COOTBETCTBHUM C  AaKTyaJIbHBIMH  Yrpo3amMu  0€30MacHOCTH  HH(OpMaluy,
NPUMEHSEMBIMH ~ MH(GOPMAIIMOHHBIMU ~ TEXHOJOTHSIMA ¥ OCOOCHHOCTSIMH
dbynkuuonupoBanuss OKUU. Tlpu stom u3 6azoBoro Habopa MOTryT OBITH
UCKJIIIOYCHBl MEphI, HEMOCPEICTBEHHO CBS3aHHBIE C WH(GOPMAIMOHHBIMU
TEXHOJIOTUSAIMH, HE HCHOib3yeMbiMH B coctaBe OKUU, wim HE CBONMCTBEHHBIMU
XapaKTEPUCTUKAMHU.

3.6.3.9. B kauectBe cpeactB 3amuThl MHGOPMAIUU B MPHUOPUTETHOM
MOPSJIKE TMOJJISKAT MPUMEHEHUIO CPEJICTBA 3alUThI MHGOPMAIIUK, BCTPOSCHHBIC B
nmporpaMmmHoe ofecriedeHue u (W) mporpaMMHO-aNmnapaTHbie CpeacTBa (MpU uX
HaJIU4un).

3.6.3.10. B cnyyae HEBO3MOXXHOCTH pealn3allid 3asiBICHHBIX IICJICH
BCTPOCHHBIMH CPEACTBAMH 3AIUTH HH()OPMAIIMH COOTBETCTBYIOIMNN (PYHKITHOHAIT
JOJDKEH 00eCTIeYnBaThCs HAIO)KEHHBIMU CPEACTBAMU 3aIIUTHI HH(POPMAIIUH.

3.6.3.11.  [usa o0ecrieueHus 6e3omacHOCTH nH()OpPMAITMOHHO-
TEJICKOMMYHHUKAIIMOHHBIX ceTell HacTosmue TpeboBaHus MPUMEHSIOTCS HAPSIY C
HOPMATUBHBIMH TIPABOBBIMU aKTamMHu (efepalbHOTO OpraHa HWCIOJHHUTEIbHON
BJIACTH, OCYIICCTBISAIONIETO (PYHKIIMM 1O  BBIpaOOTKE U  pealu3aluu
TOCyIapCTBEHHOM MOJMTUKUA U HOPMATUBHO-TIPABOBOMY PETYJIHPOBAHUIO B 001aCTH
cBsa3u, a Takke ['OCT P 62443 «Cetn KOMMYHUKALMOHHBIE IPOMBIIICHHBIE.
3amumieHHOCTh (KubepoOesonacHocTh) cetd U cucteMbl», [OCT P 56498-2015
MOK 62443-3:2008 CeT KOMMYHUKALIMOHHBIE MPOMBILIJIEHHBIE. 3aIIUILIEHHOCTh
(kubepOe3onacHocTh) ceTM W cucTeMbl. Yacth 3. 3aluIeHHOCTH
(ku0ep06e30I1acHOCTh) MPOMBIIIIEHHOTO ITPOIIeCCa U3MEPEHUS U yIIPaBJICHUS.



3.6.3.12. B «xauectBe uu(POBOro OOOPYIOBAaHMS, BBHIIOJHSIOUIETO
GyHKUIMHA TPAHUYHOTO MapIHIpyTHU3aTOpa, UMEIOLIEro JT0CTyN K MH(GOPMAIIMOHHO-
TEJICKOMMYHUKAaMOHHON  cetrn  "MHTepHer",  mpuMmeHsercs  1mudpoBoe
o0OpyZl0OBaHWE C MPOrpaMMHBIM  OOECIEUYEHHEM, TMPOIICIIIUM  OLCHKY
COOTBETCTBUS TpeOoBaHUsAM pykoBoadmux AokyMeHToB PCTOK Poccum 1o
0e3omacHocTu nHpopManuu B hopMe cepTUUKALINU.

3.6.3.13. TexHuyeckue CpeAcTBa 3alUThl  HMHPOpPMAIIUU  JTOJDKHBI
JKCILUTYaTUPOBAaTbCSI B COOTBETCTBUM C HMHCTPYKUMSAMHU  (TIpaBWIIAMH)  T10
AKCIUTyaTaly, pa3paboTaHHBIMU pa3padoTYUKaMHu (TIPOU3BOJAUTENSIMU) ITUX
CPEIICTB, U MHOW HKCILUTyaTallMOHHON JIOKYMEHTallUe Ha TEXHUYECKHE CPEACTBa
3aIUTHl HHPOPMAIIHH.

[Ipu ycTaHOBKE M HACTPOMKE TEXHUYECKUX CPEICTB 3alIUTHl HHGOPMAIIUU
JIOJDKHO 00ecreunBaThCsl BBINOJIHEHUE OrPAaHUYEHUM Ha SKCIUTyaTaluio 3THX
CPEIICTB, B CITy4ae WX HAJIMYUS B IKCILTyaTaIlMOHHOW JJOKyMEHTAIUH.

3.6.3.14.  IIpumeHsieMble TEXHHUYECKHE CPEICTBa 3alIUThl HMH(POpPMALIUU
JOJKHBI OBITh 0O€CIIeYeHbl TAPAHTUIMHONW U TEXHUYECKOU MOAIEPKKOM.

3.6.3.15.  Tlopsmox CO3/1aHUA HH(pOPMAITMOHHBIX CHCTEM,
aBTOMATU3UPOBAHHBIX CUCTEM YIIPABIICHUS, CUCTEM YIIpaBiIeHUs NH(OPMAIIMOHHO-
TEJIEKOMMYHUKAIITMOHHBIMU CETAMH, D3TAalHOCTh PabOT, a Takke pa3zpadoTKa
TEXHUYECKOM 1 paboueii JoKyMeHTaluu A0kHbI cooTBeTcTBOBaTh [[OCT P 51583-
2014 «3amura naGOopManuu. [Topsamok co3gaHuss aBTOMaTH3UPOBAHHBIX CHCTEM B
3alUIIEHHOM HcHoidHeHuHu. OOIue MOJIOKEHUA», MoJjokeHusM DenepanbHOro
3akoHa ot 26.07.2017 Ne 187-®3 «O 0e€30mMacHOCTH  KPUTHYECKOU
nH(popManmoHHoOW HHPpacTpykTypbl Poccuiickoii denepanum» M MOA3aKOHHBIM
HOPMATHUBHO-TIPABOBBIM aKTaM, a TakXKe OPraHU3aAIMOHHO-PACTIOPSAUTEIIbHBIM
nokymeHTam CyObekTa.

Ha cranusax (sTanax) >kM3HEHHOTO IUKJIA B XO/I€ CO3AaHus (MOJIEPHU3AIIIH)
00BEKTOB UH(POPMAITMOHHOU UHPPACTPYKTYPHI MPOBOAUTHCS:

. aHaju3 yrpo3 6e30nacHoCcTU HHOOpMaLUK U pazpadoTKa MOJIENIN YIPO3
Oe3omacHOCTH MHQOPMALIMK WK €€ YTOYHEHHE (TpU €€ HaJIM4uuu), ONpeaecHue
KaTeropuu 3HaYMMOCTH, TpebyeMoro ypoBHs 3amuiiiennoctu OKNU;

. MPOCKTUPOBAHUE OPTaHU3AIMOHHBIX W TEXHUYECKUX MeEp IO
obecrieuenuto uHpopmarmonHoit OezonacHoct OKUMU, pazpabotka paboueit
(okxcrutyaTanuonHoi) gokyMeHtaruu Ha OKUWUW (B wactu oOecredeHus €ro
0€30I1aCHOCTH);

. BHEJIPEHUE OPTaHU3ALMOHHBIX U TEXHHUYECKUX MEpP MO 00ECIeUCHHIO
uHpopmanmonHon 6e3onacHoctu OKWMU, npeasaputenbHble UCIBITAHUS, aHAIU3
ySI3BUMOCTEH, ONBITHAsI OKCIUTyaTallus, MNPUEMOYHBIC WCIBITAHUS W BBOJA B
skcruryatanuto OKUU u ero moacucteMbl 6€3011acCHOCTH;

. perJamMeHTanus  [poueccoB  o0ecmedeHuss  MHGOPMALMOHHON
oe3onacHoctu OKNU B xoz1€e skciutyaTaiuu.



[IpoekTHble perieHus MO OOecTeyeHNI0 HMHPOPMAIMOHHON 0e30macHOCTH
O00BEKTOB HOBOTO CTPOMTENIbCTBA, PACHIMPEHHUS, PEKOHCTPYKIIUHU, TEXHHUUYECKOTO
NEPEBOOPYKEHUS WM MOJEPHHU3AIMH OOBEKTOB JJIEKTPOCETEBOTO KOMILIEKCA
JOJDKHBI BBITIOJHATHCS B COOTBETCTBHM C THUIOBBIMH TEXHUYECKUMH PEIICHUSMU,
YTBEP)KICHHBIX OPTaHU3AI[MOHHO-PACTIOPAIUTEILHBIME TOKyMeHTaMu OO0IecTBa.

3.6.3.16.  Pe3ynbpTaThl MPOCKTUPOBAHKS CHCTEMBI 0€30MMaCHOCTH OOBEKTOB
UH(OPMAITMOHHOW HMH(PACTPYKTYpPHl OTPa)kKaloTCid B MPOEKTHOW JOKyMEHTAIUU
(3CKU3HOM (TEXHUYECKOM) TIpoekTe u (uwiau) B palboyell JOKyMEHTAaIuu),
paspabateiBaecmoii ¢ yauetom ['OCT 34.201-2020 «MudopmanimonHasi TEXHOIOTHS.
KomMrieke cTaHnapToB Ha aBTOMATU3UPOBAHHBIE CUCTEMbI. BHIbI, KOMITJIEKTHOCTh
1 0003HAaYCHHE TOKYMEHTOB P CO3/1aHUU aBTOMATH3UPOBAHHBIX CUCTEM» (Jaliee
— T'OCT 34.201-2020) wu craHmapToB OpraHu3alii, B COOTBETCTBUU C
YCTaHOBJICHHOW KaTE€rOpHH 3HAYNMOCTH.

3.6.3.17. 3ammra wuHbOpPMAIMKM TPU HCHOJIB30BAHUM TEXHOJOTUN
BUpTyasn3aiuu ocyuiectnisiercss B cootBeTcTBUM ¢ ['OCT P 56938-2016 «3amuTa
uH(pOpMalMUM TpU  MCHOJb30BAaHUM TEXHOJIOTMHM BHpTyaiu3amuu. OOmue
MIOJIOKCHUS.

3.6.3.18. TpebGoBanuss B OTHOMICHHH (GYHKIHOHAIHHOW OE30MaCHOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM  YIPABICHUS MPEANPHITHEM, OIEPATHBHO-
TEXHOJIOTUYECKOTO  YIpaBJICHUS, TEXHOJOTUYECKOTO YIPABICHUS JOJHKHBI
coorBercTBOBaTh | OCT P MDK 61508-1-2012, 61508-2-2012, 61508-3-2018.

3.6.4. OuneHka CcOOTBETCTBHA MO0 TPe0OBAaHUAM 0€e30MACHOCTH
uHpopMauuu

3.6.4.1. BBon B skcruryatanuio OKHWM nomyckaercs mpu HadUuudd
MPOTOKOJA (aKTa) MPUEMOYHBIX UCIBITAHUN C MOJOKUTEIBHBIM 3aKIIOUCHHUEM O
COOTBETCTBUHM U A()(PEKTUBHOCTH MPHUHATHIX OPTAHU3AIMOHHO-TEXHUYECKUX MEP
3aIlUTHl YCTAHOBJICHHBIM TPEOOBAHUSIM IO 00ECIIEUEHUIO O€30MaCHOCTH.

3.6.4.2. lna obecneuenuss Oe3zonmacHoct OKUMU nmomkHbI mpuMeHSATCS
TEXHUYECKHE CpEeACTBA 3allMThl HH(POpPMAIMK, TMPOIICAIINE OICHKY Ha
COOTBETCTBHE TpeOoBaHUsAM 10 Oe3omacHocTH wWHGOpMauK B (popMax
00s3aTeNbHON cepTU(UKALINK, UCTIBITAHUN WU IIPUEMKH.

[ToaTBEepKIEHNE COOTBETCTBUS TEXHUYECKUX CPEJICTB 3aIUTH HHGOPMAITIH
TpeOOBaHMSIM 1O O€30MacCHOCTH HMH(POpPMAIUHA, B TOM YHUCIE TPEOOBAHUSAM I10
COBMECTUMOCTH C aBTOMATU3UPOBAHHBIMHU CHUCTEMaMH yIpaBJICHHS
TEXHOJIOTUYECKIUMH TIPOIIECCAMH BBITIONHACTCS B paMKaxX MPOBEPKH KauecTBa
(aTTecTanuu), U3JI0XKEHHOMU B pazjeine 3.6.6 Hactosiero [lonoxenus.

3.6.43. OueHka CcOOTBETCTBUS U  3(PPEKTUBHOCTH  MPHUHATHIX
opraHu3anuoHHo-TexHn4Yeckux Mep 3amutel OKNU ycraHoBIEHHBIM TpeOOBaHUSIM
1o o0ecrneueHnto 6e30MmacHoCcTH NpoBoAsATCS CyObeKTaMu CaMOCTOSITEILHO WU C
MIPUBJICYCHUEM OpPTaHU3AIMIA, UMEIONUX B COOTBETCTBHH C 3aKOHOJATEIHCTBOM
Poccuiickoit deneparium IUIEH3UHU HA COOTBETCTBYIOILYIO I€SITEIbBHOCTD B 00J1aCTH
3alUThl HHPOPMALIUH.



[ToBTOpHASI OlIEHKA COOTBETCTBHSI MPUHSATHIX OPTAHU3AIMOHHO-TEXHUYECKUX
MEp 3allUThl YCTAHOBJIEHHBIM TpPEOOBaHUSAM IO OOECHeUYeHHIO0 O€30MacHOCTU
POBOAUTCSA Yepe3 TPH rojia.

3.6.4.4. Ounenka  cootBeTcTBUST U 3(GGEKTUBHOCTH  MPUHATHIX
opranu3zanoHHo-TexHndeckux wmep 3ammtbel OKUU, obpabareiBatommx [1/1H,
IPOBOANTHCA 1O pemieHnto CyObekTa ¢ MpUBJICUEHUEM OpraHU3allui, UMEIOIIeH B
COOTBETCTBUM C 3aKOHOJAATeNnbcTBOM Poccuiickoit ®enepanuu JUIEH3UU Ha
COOTBETCTBYIOIIYIO I€ITEILHOCTD B 00JIaCTH 3aIIUThI HH(OPMALIUH.

3.6.4.5. Ounenka  cootBeTcTBUST U 3(GGEKTUBHOCTH  MPUHATHIX
OpraHu3aluoOHHO-TexHUYeckux wmep 3amuTel OKHWU B3aumoneicTByrOmux c
rocyJIapCTBEHHBIMH HH(GOPMAITMOHHBIMU CHCTEMaMH TIPOBOIUTHCS B 00S3aTEIIEHOM
MOpSJIKE C TPUBICYEHUEM OpraHu3alui, HMEIOIMX B COOTBETCTBUU C
3aKOHOJIaTeNnbCcTBOM Poccuiickoit deaepannu, JUIEH3UM HAa COOTBETCTBYIONIYIO
JeSATEILHOCTh B 00JaCTH 3aIUThI HH(OpMAIUH.

3.6.5. Orpanu4eHusi M0 NPUMEHEHHUIO TEXHOJIOTHIT/000py10BaAHNS

3.6.5.1. [Ipu BBIOOpE CpencTB 3amMTBl MH(POpPMALUU, B TOM YHCIIE
COIYTCTBYIOLETO  BCTPOEHHOTO  IMPOTrPAMMHOIO  OOECHEYEHHUs,  JOJKHO
YUUTHIBATHCSI BO3MOYKHOE HAJIMYME OTPAHUYCHHH CO CTOPOHBI Pa3pabOTUMKOB
(mpom3BOaWTENCH) WIM WHBIX JIMII HAa TPUMEHEHHWE JSTUX CPEACTB Ha BCeH
tepputopun Poccurickonn denepanum.

3.6.5.2. [Ipu peanuzaum TEXHUYECKUX MEp MO 3alIUTe HHPOPMALIUK HE
JIOTTyCKaeTcs MPUMEHEHHE aliropuT™Ma Kpunrorpadudeckoro xemupobanus SHA-1,
mpotokosioB SNMP v, v2.

3.6.5.3. B OKHNU we nomyckaercsi:

. HaJIMYME YJAJIEHHOIO JIOCTYyNa HEMOCPEICTBEHHO (HANpsIMyl0) K
MPOTrPaAaMMHBIM U TIPOTPAMMHO-AIIAPaTHRIM CPEACTBAM, B TOM YHCJIE CPEIACTBAM
3amuThl uHOpMaIuu, Juisi OOHOBIIEHUS WM YIPAaBJICHUS CO CTOPOHBI JIMI], HE
spisronuxcs pabotaukamu [TAO «Poccetny, a Takke paOOTHHUKAMU €ro JOYEPHHUX
1 3aBUCHMEIX OOIIICCTB;

. HaJIMYME JIOKAJTBHOTO JOCTYNa K MPOTPAMMHBIM M MPOTPAMMHO-
anmapaTHBIM CpPEACTBaM, B TOM YHWCJE CpPEACTBAM 3alluThl WH(pOpMammu, s
OOHOBJICHUSI WU YIPABJICHHUS CO CTOPOHBI JIUII, HE SIBISIONIUXCS PaOOTHUKAMH
[TAO «Poccetn», a Takxke paOOTHUKAMHU €T0 JOYEPHHUX U 3aBUCHUMBIX OOIIECTB 0e3
KOHTPOJISI O cTOpOoHBI CyOBeKTa;

. nepeaayda nHGOpMaI, B TOM YUCIIE TEXHOJIOTHUECKON nH(pOopMaIuu,
pa3paboTunKy (TPOU3BOJIUTEIIO) TIPOTPAMMHBIX H IPOTrpaMMHO-aNNapaTHBIX
CPEICTB, B TOM YHCIIE CPEICTB 3allUThl WH(OpMAIWW, WIA WHBIM JUIaM 0e3
KOHTPOJISI cO cTOpoHBI CyObeKTa.

B cnyuae TexHMueckoil HEOOXOAMMOCTH, OPTaHU3AINS YAAIEHHOTO JTOCTYIa
K TIPOTPaMMHBIM ¥ TTPOTPAMMHO-AMTMAapaTHBIM CPEACTBAM, B TOM YHCIIC CPECTBAM
3alUThl UHPOpMAIUHU, B 00bEKTE MPUHUMAIOTCS OPraHU3aIMOHHBIE M TEXHUYECKUE
MephI 110 00eCIeYeHUI0 OE30MAaCHOCTH TaKOTO AOCTYIa, MpeycMaTpUBatOLIUE:



* ONpEJIEIEHUE JUL U YCTPOMCTB, KOTOPBIM pa3pelieH yAAJIECHHbBIN JOCTYII K
IPOrpaMMHBIM U MIPOrPaMMHO-aNNapaTHBIM CPEJCTBAM OOBEKTa, IPEIOCTaBICHNE
UM MUHUMAJIbHBIX [TOJTHOMOYHI MPU JOCTYIIE K 3TUM CPENCTBAM;

* KOHTpPOJIb JIOCTyHa K MPOrpaMMHBIM M IPOrpaMMHO-aIapaTHbIM
CpelncTBaM O0BEKTA;

* 3amuTy MHGOPMAIIUU U JAHHBIX NPU UX Mepeade Mo KaHadaM CBS3H MpH
yIaJE€HHOM JOCTyI€ K IPOrpaMMHBIM M IPOrpaMMHO-aNlapaTHBIM CpPEACTBAM
00BEKTa;

* MOHUTOPUHI M PETUCTPALMIO ACHCTBUM JIML, KOTOPBIM pa3pelieH
yIaJeHHbIH JOCTYyNl K HPOrpaMMHBIM U IPOTPaMMHO-ANNapaTHBIM CPEICTBAM
00BEKTa, a TAK)KE MHUIIMUPYEMBIX UMHU MPOIECCOB, aHAIN3 3TUX JIEHCTBUHN B IIENIAX
BBISIBJICHUSI (DAKTOB HEMIPABOMEPHBIX JIEUCTBUM;

* o0ecnieueHre HeBO3MOXKHOCTH OTKa3a JIUI OT BBIIIOJIHEHHBIX JIEUCTBHIA MPU
OCYLIECTBICHUM YAAJICHHOIO JOCTyHa K IPOrpaMMHBIM M IPOTPAMMHO-
anmnapaTHbIM CPeJICTBaM OOBEKTa;

* obecnieueHue 1ByX(aKTOPHOUM ayTeHTU(UKAUU IPH YAAICHHOM JOCTYIIE.

3.6.5.4. Bxogsamue B cocraB OKMM nporpamMMHble W TPOTpaMMHO-
anmnapaTHble CPEJICTBA, OCYLIECTBISIOIINE XpaHeHHe W o0paboTKy MH(pOpmanuwu,
JIOJKHBI pa3Meniatbest Ha Tepputopun Poccuiickoit denepainu (3a UCKIIIOYEHUEM
ClIy4aeB, KOrjJa pa3MelleHHe YKa3aHHBIX CPEICTB OCYIIECTBIISECTCS B 3apyOekKHBIX
o0ocobOsieHHbIX monpasaenenusx CyOnekta (dunuanax, MpeiACcTaBUTENIbCTBAX), a
TAK)KE CIy4aeB, YCTAHOBJICHHBIX 3aKOHOAATEILCTBOM Poccuiickon denepanuu u
(unn) MexayHapoIHbIMU AoroBopaMu Poccuiickoii @enepanyn).

3.6.5.5. DKCITyaTallMOHHO-TEXHUYECKOE OOCTY)KMBaHUE, TEXHUYECKas
NOJIEpKKa TMPOTrPaMMHBIX M MPOTpaMMHO-aNNapaTHbIX CPEACTB, B TOM YHCIIE
CYBJl nomxnHa oka3biBaThes IIpaBooOnagatenem  (pa3paOOTUYUKOM)  WIU
npencraButesnieM IlpaBooOnanarens, 3aperucTpUpOBAHHBIM Ha TEPPUTOPUHU
Poccutickon ®@enepanuu.

3.6.6. IlpoBepka kauecrBa (arrecranusi) HU(PPOBOro 000pPyI0BAHMS,
CHCTEM U TEXHHMYECKHX CPe/CTB 3a1UMThI HHGoOpMauun

3.6.6.1. Ilpoepke kauecTBa (aTrTectalM) MOMJIECKUT LHUPPOBOE
00OpyZI0BaHUE U CUCTEMBI, 00€CTIEUNBAIOIIHE TIOUCK, COOP, XpaHEeHHEe, 00padOTKY,
MpeACTaBIICHUe, pacupocTpaHeHue mudpoBoir uHPOpManMu Ha 00BEKTax
AIIEKTPOCETEBOI0 KOMIUIEKca Tpynnbl Kommanuii «Poccetw», B TOM uwmcIie
TEXHUYECKUE CPEJICTBA 3AIUTH HHPOPMAIUH.

3.6.2. IlpoBepka kauectBa (arrectanus) HUGPOBOro 060PYI0BaHUS, CUCTEM
U TEXHUYECKUX CPEACTB 3alIUThl MHPOpPMALMU SIBJISETCS BHYTPEHHEW CHUCTEMOUN
npoBepku OO1ecTBa 1 HANIpaBjIeHA Ha TIOATBEPKICHHE:

* OTCYTCTBUS YSA3BUMOCTEH W HEJOCTATKOB B COCTaBE MPOrPaMMHOIO
o0ecriedyeHuns, CHOCOOHBIX TPUBECTH K HAPYUICHUSIM MPOEKTHBIX 3HAYCHH
apaMeTpOB  BBIIIOJIHEHUS  LENEBBbIX (QYHKIMM M (WIM) HPUBECTH K
TEXHOJIOIMYECKUM HapyIICHUSIM;



* BBIIOJHEHWE BCTPOCHHBIMU  CPEACTBAMH  3alIUThl  WH(pOpMaIUu
MUHUMAJILHOTO Habopa (QYyHKIUN O€30MacHOCTH, COOTBETCTBYIOIIMX IO CBOUM
(GYHKIIMOHATBHBIM  XapaKTEPUCTUKAM TPEOOBAHUSM HOPMATHBHO-TEXHUYECKON
JIOKyMEHTAIMU B 00J1aCTH 0€301aCHOCTH MH(OPMAIUU U YCIIOBUSM MPUMEHEHHSI Ha
o0BeKTax AnekTpocereBoro komruiekca Oobmectsa u J130;

* HaJuM4yMe€ B OKCIUIyaTallMOHHOW JOKYMEHTALIMU OIMCaHUs YCIIOBUU
0e30macHOM KCILTyaTaluy;

* COBMECTUMOCTh TEXHMYECKHUX CpEJCTB 3alllUThl HHGOpPMALUK C
aBTOMATU3UPOBAHHBIMHU CUCTEMaMU YNPABIECHUS TEXHOJIOTUYECKUMH MPOIECCaMU;

* peanu3aluu MPOU3BOJUTEIEM-U3TOTOBUTENEM, pPa3pabOTUUKOM Mep IO
pa3paboTKe O€30MmacHOTO MPOTPAMMHOTO 00ECTICUCHHSI Ha BCEX dTalax KU3HEHHOTO
nukiia B coorBerctBUU ¢ ['OCT P 56939-2016 «3amura undopmaruu. Pazpaborka
0e301macHoOro nporpaMMHoro ooecrneuenus. O01Me TpeOOBaAHUSY;

* peanu3aiy MPOU3BOAUTEIIEM-U3TOTOBUTENIEM, Pa3pabOTUUKOM MPOIETYP
YCTpAaHEHHS] HEIOCTAaTKOB, VYSI3BUMOCTEM M  OOHOBJIGHHMSI MPOTPAMMHOIO
o0cCIICUeHHS;

* OTCYTCTBHUSI HapyIIEHUW aBTOPCKHUX MpaB Ha Mepefady U MCIOJIb30BaHUE
IIPOrpaMMHOr0 o0ecreyeHusl Ha 00BEKTaxX IEKTPOCETEBOro KoMiiekca O0uiecTra
u J130.

3.6.6.2. IlpoBepka kadyecTBa (aTTeCTAIlMs) OCYIIECTBIISIETCS HA COOTBETCTBHE
TpeOOBaHMUSAM MO OE€30MaCHOCTH HH(POPMALIMM, YCTAHOBJIEHHBIM HOPMATHBHO-
nmpaBoBbIMM  akramu  Poccumiickor ~ ®Pepgepaunui M OpraHM3alMOHHO-
pacriopsauTeabHbIMU JokyMeHTamu O6miectBa u [[30, a Takke Ha COOTBETCTBUE
TEXHUYECKUM YCJIOBHUSIM, COIJIACOBAaHHBIMH IPOU3BOJUTEIEM-U3TOTOBUTEIEM,
pa3zpabotuukoM ¢ OOIIECTBOM.

3.6.6.3. IIpoBepky kadyecTBa (aTTECTAIIUIO) HA COOTBETCTBHUE TPEOOBAHUSIM I10
6e3onacHoctu nHPopManuu opranuzyer OOIIECTBO B COOTBETCTBUHU C PEIICHHUEM,
npuHATeIM [IpaBnenuem OO1ecTBa, B MOPSAIKE, PETIAMEHTUPOBAHHBIM MTPUKA30M
I[TAO «Poccetn» ot 28.08.2020 Ne 391 «OO0 yTtBepxkaeHnn MeToauku npoBeaeHUs
POBEpKH U(PPOBOTO OOOPYAOBAHHUS U CHUCTEM HAa COOTBETCTBHE TPEOOBAHMIIM
O0e3omacHOCTH HMH(POpPMalUU, B TOM 4YHUCJIE TNPOBEJICHUSA MPOBEPKU KadyecTBa
TEXHUYECKUX CPEJICTB 3aIUTH HHPOPMAIIMH B dJIEKTPOCETEBOM KOMIIIEKCE».

3.6.6.4. Pe3ynbrarhl NpOBEepKHM KaudecTBa (arrectamuu) OQOPMIISIOTCS
3aKJIIOYEHUEM aTTECTAllMOHHON KOMHCCHM U yTBepxaaeTcss OOLIECTBOM C yUeTOM
BBIBOJIOB O BO3MOXXHOCTH TPUMEHEHUs IU(PpPOBOTO 00OpYJAOBaHUS, CUCTEM H
TEXHUYECKUX CPEICTB 3alluThl MHGOPMAIMK Ha OOBEKTaX HJIEKTPOCETEBOIO
KOMILJIEKCa Irpynnbl KoMnaHuii «Poccetny.

11. Uznoxute nmyHKTHl 4.6.3 u 4.6.6 paznena 4.6 «mnopro3amenieHue B
AIIEKTPOCETEBOM KoMiLiekce» [lonoxenus B ciaeayrolien peaakiuu:

«4.6.3. B pamkax peanmzanuu MMIOPTO3aMEIIEHUS ITOCTAaHOBJICHUEM
[IpaButenncTBa Poccutickoit @eneparuu ot 17.07.2015 Ne 719 «O noaTBepKaeHuN
MPOU3BOACTBA MPOMBINUJICHHOM TMNPOAYKUIMHM Ha Teppuropun Poccuiickon



Oenepaun»  omnpeaeneHbl  TpeOOBaHUS K  NPOMBIIUIEHHONH  MPOAYKLHUH,
NpEABSABIAEMBbIE B LEISIX €€ OTHECEHHWA K MPOAYKUIHH, NPOU3BEICHHOW B
Poccniickonn ~ @enepanmn, mnocraHoBieHueM —IlpaButensctBa  Poccuiickon
®enepauun ot 16.09.2016 Ne 925 «O mnpuoputrere TOBapOB POCCHICKOTO
MPOUCXOXKICHUSA, pabOT, YCIyTr, BBIMOJHAEMBIX, OKAa3bIBAEMBIX POCCHICKUMU
JULAMHU, [0 OTHOIIEHUIO K TOBapaM, NPOUCXOIAIIMM M3 HWHOCTPAHHOTO
rocyaapcta, paboTtam, yciayraM, BBIIIOJTHSIEMBIM, OKa3bIBA€MbIM HHOCTPAHHBIMU
JULAMW» YCTAHOBJIEH HPUOPUTET TOBAPOB POCCUHCKOIO MPOMCXOXKICHUS I10
OTHOILIEHHIO K TOBapaM, IIPOM3BEACHHBIM HA TEPPUTOPUH HMHOCTPAHHOTO
rocyJ1apcTBa.

[ToctanoBnennem IlpaButensctBa P® ot 03.122020 Ne 2013 «O
MUHHMAJIBHOM J10JIE 3aKYIIOK TOBAPOB POCCUICKOTO POUCXOKACHUS» YCTAHOBIICHA
MUHUMAJIbHAs JI0JIs1 3aKYIOK TOBApOB POCCHICKOTO MPOMCXOXAEHHs. B pamkax
yka3aHHOro IlocTaHOBJIEHHSI TOBapOM POCCHUKCKOTO IMPOUCXOXKJICHUS IPU3HAETCS
TOBAp, BKJIIOYEHHBIN:

- B PEECTp MPOMBILUIEHHOW MPOAYKIHMH, MPOU3BEICHHON Ha TEPPUTOPUU
Poccuiickon ~ @enepanuu, WM B PEECTp IPOMBILIJICHHOW  MNPOAYKLHUH,
IIPOM3BEACHHOM HA TEPPUTOPUM TOCyAapCcTBa - 4iI€Ha EBpa3nuiicKOro
DKOHOMHYECKOTO  COI03a, 3a  HUCKIoueHueM  Poccuiickonn — Penepanuu,
IIpeAyCMOTpEeHHbIe nTocTaHoBIeHueM IlpaBurenscTBa Pocculickoin ®@enepauuu ot
30.042020 Ne 616 «OO6 ycraHOBJCHHMM 3alpeTa Ha JOMYCK MPOMBIILICHHBIX
TOBApOB, MPOUCXOAAIIMX U3 NHOCTPAHHBIX F'OCYAPCTB, IS LIEJIEH OCYIECTBICHUS
3aKYTOK ISl TOCY/IAPCTBEHHBIX U MYHULIUIIATBHBIX HY ]I, @ TAK)KE MPOMBIIIJIEHHBIX
TOBAapOB, MPOUCXOJAUIMX M3 HHOCTPAHHBIX TOCYAApCTB, pador (yciyr),
BBIMIOJHAEMBIX ~ (OKa3bIBa€MbIX)  MHOCTPAHHBIMM  JIMIIAMM, s Iesed
OCYIIECTBJICHHUS 3aKyNMOK JJiA HyXJ OOOpOHbI CTpaHbl U 0€30MaCHOCTH
roCyAapCTBay,

- B COUHBIM pPEECTp POCCUUCKOM PAIMOIICKTPOHHOW NPOAYKLHH,
peayCMOTpEeHHBIN noctaHoBieHueM [IpaBurensctBa Poccniickont denepannn ot
10.07.2019 Ne 878 «O mepax CTUMYJIUPOBAHUS MPOU3BOJICTBA PATUOICKTPOHHOM
pOAYKLIUU Ha Teppuropun Poccurickon denepanuu py OCyECTBICHUN 3aKyTIOK
TOBapoB, padOT, yciyr s oOecredeHHs] TOCYJapCTBEHHBIX M MYHHUIIMIAIbHBIX
HYXJ, O BHECEHMH W3MEHEHUW B mocTaHoBieHue lIpaBurenbcrBa Poccuiickoit
®enepauuu ot 16.09.2016 Ne 925 u npu3HaHUM yTPATUBIIMMU CHITy HEKOTOPBIX
akToB IIpaButenncTBa Poccuiickoit denepanun’.

4.6.6. [TpropuTETHBIMU HAIIPaBJICHUSIMU TEXHUYECKOW MOJUTUKUA B 001aCTH
UMITOPTO3aMEILECHUS SIBISIIOTCS:

- MUHUMH3ALUS  HUCHOJB30BAaHUS HMIIOPTHOTO  OOOpYIOBaHHUS |
MaTepHuaioB Npu GOPMUPOBAHUU MPOECKTHBIX PEIICHUN U TEXHUYECKUX 3aJjaHul, a
MMEHHO II€PBOOYEPENHOE HCIIOJIb30BAHWE B TEXHUYECKMX 33JaHUSAX Ha
MPOCKTUPOBAHUE U TMPOEKTHBIX PEIICHUSIX OOOPYJOBAaHUS W KOMILIEKTYIOIIMX
OTEUECTBEHHOI'O0 TMPOMU3BOJCTBAa (BKJIIOYEHHBIX B PeecTp MNpOMBINLIEHHOM



IIPONYKIMH, NPOU3BEICHHONW Ha Tteppuropun Poccuiickon @Penepanuun, Peectp
MIPOMBIILJICHHOW MTPOAYKIMHU, TPOU3BEICHHON Ha TEPPUTOPHUH IOCYAAPCTBA - YICHA
EBpa3niickoro 3k0OHOMHYECKOT0 COK03a, 3a uCKiItoueHrueM Pocculickon @enepannu,
unu EnuHbIi peecTp poCCUUCKON paguo3JIeKTPOHHOM MPOIYKIMH), 000py10BaHUS
M KOMIUIEKTYIOIINX, JOKaJu3alus KOTOPBIX OCYIIECTBISIETCS NOJHOCTBIO WU
YaCTMYHO 3a CyeT CyOCHAM, MpeAcTaBisieMbIX M3 (eaepanbHOro OromKeTa B
COOTBETCTBHUM C  COTJIAUICHUSMH, 3aKIIOYAEMbIMH  TMPOU3BOAUTEISIMU €
Munnpomropr Poccun, a Takke 00OpYyIOBAaHHMS M KOMIUIEKTYIOIIUX, KOTOPBIE
CUMTAIOTCSI TMPOU3BEICHHBIMM Ha Tepputopun Pocculickoit ®enepaunu B
COOTBETCTBUM C TpeboBaHMsIMU TmocTaHoBieHus [IpaBurenscTtBa Poccuiickoit
@eneparmn ot 17.07.2015 Ne 719 «O mnoxaTBepKIEHUU MPOU3BOJICTBA
IIPOMBILIJIEHHOW NPOAyKIMU Ha TeppuTopun Poccuiickon @enepanum.

O06opynoBaHue U KOMIUIEKTYIOIIUE UMIIOPTHOTO MPOU3BOJICTBA JIOIYCKAETCA
MPUMEHSTH TI0 COTJIACOBAHUIO MPO(UIBHBIX CTPYKTYpPHBIX mojapasaeneHuit [TAO
«Poccetn», KypUpYIOIIHUX BONPOCHI TEXHUYECKOW IOJUTUKU U MEXKIYHAPOIHOTO
COTPYIHHMYECTBA, MPU HAJIMYUH COOTBETCTBYIOUIETO OOOCHOBaHMS (B Ciydae
OTCYTCTBUSI aHAJIOI'OB, IPOU3BEACHHBIX HAa Tepputopun Poccuiickon denepanuu,
OTBEYAIOIIMX BCEM TEXHUYECKUM TpeOOBaHUSAM, MPEABSIBISIEMbIM K HHUM
3aKa34YMKOM).

- TUNU3alMs  OPUMEHSEMOIO0 B JJIEKTPOCETEBOM  KOMILIEKCE
o0opyaoBaHusl 3a CUET pa3pabdOTKU U BHEIPEHHUS CTaHAAPTOB OpPraHM3alMy Ha
IEKTPOTEXHUYECKYIO MPOAYKLMIO, C LENbl0 ydeTa IMPOU3BOIACTBEHHBIX
BO3MOYKHOCTE OTEUECTBEHHBIX MPOU3BOJUTENEH W HUCKIIOYEHHUS H30BITOYHBIX
TpeOOBaHM K OOOPYJOBaHUIO, NPHUBOASIIMX K HEOOXOAMMOCTH 3aKylKd
UMIIOPTHOTO 000PY/10BaHMUS,;

- pa3BUTHE JIOKAJW3alMM MPOU3BOJACTBA  BBICOKOTEXHOJOTHYHOIO
00opy0BaHUs U1 KOMIIOHEHTOB Ha Tepputopuu Poccuiickoit deneparuu.».



